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(54) Web interfacing device 

(57) W«b access func&onaniy is embedded n a 
Oevioe (10) oomi^sing a web server (14) previdina 
access to the user irtertaca tactions for the device (ID) 
tnrougn a device web page (i$)« and a netiMork lme^ 
face (IS) in the devto (10) eittUind access 10 the web 
page (1^ ty a web t)raMeer (40) 6u^ that a user of the 
web browsflr (40) accesses the user interface functions 
for the device (10) through the web page (1 8). 
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Description 

The present irtvenikinpertansiothefieldof iwlmertaMstodew^ 
ernbedding web access functioriality into datm 

9 Awdevajletyofdsi^inclucUngoiffteetppm 

e^r^tother typee of dcvicds oommonly promde device GpeciTic user inters functkirB. Such devices ateo be 
reterre d to as gadgets. Office equipment m^es, tor exarrpie; priotere. to machij>efi; oopiero. and various types of 
communication and tafe^^my devices. Home-based devices indbde home entart^nment equ^xnent such as televi- 
sions and video and aueio players and recoitfefs as weQ as security ^stem^ au^xncbiles, appliances, thermostats, 

10 and hoc tubs. Lab equfxneni includes measurement devices such as oscilloscopes, spectrun ^rtst^i^ ard other 
types d nieasurernem equfmiefn as M«i as rietwort^ ecMpn)^ 

The user-imerface mechanisnris of such deviceB cornrnorty incfcj^ 
display mecJanisnB. Such staple nwchanismB vn$^ include, tor exarnple, Oght ennitting etements sucAi as LED/LCD ele- 
ments as wdl as various types of sirnpte irput buttons « swto 

15 to be kjwoosi to rniniiiiBe the overall cost of such devices. In ade^ 

We relatJvety smafl eizes tor ajch device& l*rtcytunalal>; such simpto user imerface n^hartans severely liirtt the 
range and fteietoiKty Of the user tnteffBce (unctions provided b^ 

^® " ^j"^^ functiorte of suc^ a device may be enhanced by the Inplenientatian cf a screen-based user 
irterface iiwhanlan wahin tt»e device, Fbr cxaiTfrfe, such a davica ^ 

^ essor atong appropriate severe tor generatino a rich oraphical user fntertace suiuUe tor the particular type of 
devica. Howovw. such sae«n diiiplays and rerxi^^ 

ofthedA^. Such high costs are typically unsuaable for tower cost devtoes targeted tor a reM 
Moreover, d^ay screens and associated hairtwe rnay be too bUiy tor ^ 

A screen-based user inteiface may be provided tor a dewce usnig an external conputer syst^. exanv^a the 

55 device rray be connected to the cortputer system throuflheft^ 

oonneetion or throutfi a specialised haidware interface. The eodemal conputer system usually exocutes a set of soft- 
ware tor comnwrticatton and user int^fac© to the device, The ejrternal ooniputer system may jmplement a screen- 
based user interface for fte device. The external coriputer system may also execute web server software ttetenaUes 
external w^ broMsers to aooesathe conputer system and in turn ^ usv- intertooe of the devfce. 

w Unfortiiiatefy, such an external corrputer system greatly increases the ossl of pr^ 
face Ibr a device- In addltton. such prtef cort^hitar system based solutiwis tia^ 

izedeofNvare tor eac^parlicuar type of device. Moreover, such spedaOzed scftHifire tor a particular device from a 
partiailar manufacturer must typically be developed tbr dff^ing typos 

diffenng softwiore tor differing plattomu greatty compScates the task of providing sipport for the deuces. Furthemwe. 
S3 the devetaprnefrt and si|iport ends 0* such a variety Of software usually increase 
based user interne for such devices. 

A solution far provicing widely accesstoie. row cost, and enhanced user i 

The solution tovolves entoedesng web access functionality into the device 

web page. The daw inctooes an entoeddeo nehwk interface th^ 
40 browser. A user d the web browser accesses the user irtariace functions tor the devfce 

The web swver functionality may be inplemented with csdstina clfCuHry in a device, such ^ an exiting processor nienv 

or)^ and inputtoutpul circuitry that nwially perform devtoe^padfic functions, ther^ avoiding the extra cost and space 

required fbr dedicated web server hardware Ibr the device. 

The web server lundionality embedded in the device enables device user kitertooe access via a variety of oommu- 
45 nication mechanisms inctodlng the wortd wide web porfioncsf the lf<ernet The costal 

mtertace rrre^iianisms ore exported away tfom the device and do not require an 

web server. The methcxls and mechanlsras cfisdosed herein provide screen based i^er^iendty eiterfeces to a wide 
vanety of devices without the neoessfty to develop expensive hafdware and software ap|:«cations tor differing devices. 
The presart methods and mechartisnw ernploy wveb technology so that accew 
so oftheconfxilersystemplattomientoloyadandMflpendentoflhewebbro^ 
thetocattonoftfieuaer. 

The user interface intemiafionfe packaged using the Hyper-Tfe«l Markup (HTML) sikI is tmnsportoJ 

acconsna to the Hype^^Text Transfer Pnolocol (HTTP). The HTML and HTTP protocxils en^ oorrmtnicatton with 
exiefang w^ browsers independsitof thepiattorm that executes the web browser. The present techniques avoid the 
ss heedtf an industry-wtoa Application Progiarnn^ngh^ 

Other features and adwitages of the presem invention wiU be apparem from th© defied descriptian that toaows. 

The present hventton is descr^Md with respect to particular exemplary eatoodimenis thereof and reference is 
accordingly made to the drawings hn which: 
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Figures ia-lbakJ6trateadwicewtihent)0dded web &ooe&&fimetiortalhy thai prthridBSddtncft^^^ 
face functions thrauQh a device paqa: 

Flguiv 2 shcm a ham»based network thGrt enables a wAK^^ funetion& through 

£ fiw dwice pdge: 

Hgure 3 fflustrates an example device web page for a pdntar d^te: 

Rgure 4 show's a (arge organizalw network or tnt^^ 
T0 devices; 

Rgure s illustrate access to devica wab pages through the internet workHvide web, 

Bgure la illustrates a devfoa lOwitharrtiedded access fmticn^t^ provides deviCMpecine user inter- 
is face functions The device 10 rnckjde& a rtehRrorkinterfii^ 

ir^erface 12 enabtes communication vfa a communication path 2S. The monitor 1 6 oorrfrvle various device-apeclic iun> 
loons cf thadstfice 10 and monite r s a set of infcy mat ton pertain'ng to flie device 10 a contralAnGnitor path 20. The 
web server 14 pfOvMes wd> server tunctkxis to web dierits via the cortinn^^ 
web swer functions aocoidlng to Ihe Hyper -Tact Transfer Piutocol (HTTP). 

The wflb server 14 reeetm HTTP cof w man d c through the network tntertace 12 that qiedty a predetermined Uni- 
versal Resource Locator (URL) far the device 10. The HTTP cof Ti man d s nr^ 

fmmihe device 10 such as de¥k» Etatua information. The HTTP oonrvnartds rnay ateo be ufiad to trarisfBr inferrration 
to the device 10 sucti as informafion that contrdte the fundions or cparating states of the dwica 10. Such HTTP com- 
mands include HTTP OST, HTTP POST and HTTP PUTco mma rK fc . 
23 In response lo an HTTP com man d targeted for the device 10. the web server 14 generates a web page 18 that 
defines a set of user internee functions for the device 10. The web page 18 is a Hyper^ 

foe. The network interface 12 transfers the web page 18 to a requesiing HTTP dient via the communicaticn path 22. 
ihewebserver l4geneFates the wbb page 18dynamicaly 10 reflect the updated state of 

to the device 10 ^ is maintained by ttia monitcr 16. The web page 1 8 may also define control txjttons aoociding to 
30 the HTTP protocol thai enatsle various control functions tot the device 10 to be initiated from a web c6ent via the oom- 

miaDcation path 22. The web page 1 8 rnay contain text trnages. multbnediafies. fdrms.t^es or 

ported by the HTTP and HTML protooote. 

In addfion, the web page 18 rnay contain one or mae URLs thai specify add»ional web pages boated within^ 

device 10. The web page 1 8 rnay also contain me a rnoreUFUjs that fipecffy web pages located elsewhere. 

35 i.e.externaltothedevioelO.Theaddttionalwfibpage$extern8lto1hedevicelOma^ 

Gomrminicatfan network or on the tntemetworid wide web 

The device 1 0 represents a wkfe variety of devices induding devioes such as printers, fax machtnos, oopters. com- 
munication and te}$phony devices, home entertainment devices suCh as televisions, video and audio devices as wdl 

as appliances such as refrigerators and washing machines, security systems, automobiles, and hot tubs. Thedetfk» 10 
<o also represents a variety of measuremem ins^ments inciutGng oscilloscopes, and cpoc^um anafyzens and other types 

of measurement devices In adcMoa the device 10 represents a variety of oorrputer perfiheral devices Including mass 

storage units such as rocaUng media storage units. 

The ocmmunication path 22 represents any 00mmur«ca1k>n means that is capable of transferring HTML files 

according to the HTTP web protocol. The comnmmication path 22 rnay tM realized 1^ 
4S meehantsnns inck»d^ local area netwods. telephone lines including cellular telephone finks, serial communication 

finks. peraHel oommuntcation links, power One communication linl«, end radb and infrared ccmnmnicatton llnlra. The 

communicatnn path 22 may also be a direct tntemet oonnedion to the work^wide w^ 
f=igi]re tb Is a hardware block diagram of the device 10. The device 10 incTudes ^ 

a set of device-4>eoiic hardware 300 along with a set of input^M/lJut drcuttry 220 that enaUes communicalxsn via the 
so conm^cafipn path 22. The processor 200 performs device-spec^ 

device-spedfki hardware 300. The processor 200 is also enployed to provide web server f undionafity in the device 1 0. 

In one embodiment the processor 200 stores the web page 18 in ffte memory 210 which may also be used to store 

intorrnaAion associated with n^rna) device<«pecr^ 

In one errtafmem. the device 10 is a phnter dewice wrtterefn the processor 200 and the memory 210 preform 
S5 image rendering functions and the device-spedfic hardware 800 includes printer hardware and associated circuitry and 

wherein the inputtoulput drcuttry 220 provides network access to the prirrter device 1 0. The web server fimctionafity is 

efvt>edd6d into the pnnter device 10 fay providing software or firmware lor the processor 200 and by utilizing space 

available in the memory 2i0 and Isy using the existing inputAxiiput dfcvtry 220 such as Ethernet drcurtry to transfer 



3 



PAGE 7/17' RCVD AT 1211312004 3:41:16 PM [Eastern Standard Time]' SVR:USPTO€FXRF-1/S'DN1S:8729306' CSID:58$ 231 5»0* DURATIOfI (min-ss):0442 



DEC-13-2004 15:49 



XEROX OGC 



585 231 5540 P. 



15 



EP0838768A2 

HTMLfie& 

tn another eritxximdrit the 10 te a vki^ 
perform fimcttas tbr readnig Mdao and audto 
media such as maQnetic tape or an opdcal Gtorage media. 

haidwareeuch as motors and magnetic heads and ascociated drcuftry for readfrtg and brpartino into rr nafo n onto the 
storage media Tha web fienier fimctionalrt/ ts eni^^ 
the proceeeor 200 and by utfliario space agitable n the rn^^ 
video detrice 10. 

In yet another embodfament. Ihe devioe 10 b a washing nmdilne wherein the prooessor 200 and the memory 210 
preform fUnctfons tor oontrofling wash cydee. Tha dewic&«pec9io hardware 300 includes hardware such as motors, 
valvea sensors, and associated Circuitry. The web server functional is embedded into the washing machine lOby 
proirfding software or firmwarefor the processor 200 and by utiziag space availabte in the memory 2io and by aUing 
^input/MputCffOutrytothevfdeodevica 10. 

Tlie web server funcHonafity for theoewce 10 includes sofhvare e)®cuted tv the processor 200 that services the 
HTTP protocol and that genemtes HTML formatted files. The web page t a in one embodimam is stored in ftie memory 
210 or may be generated on the fhr. The processor 200 also executes communicate 
put ciroi'tiry 220 and provides the ftjrKtena% of ttm networlc tnl^ce 1 2. In adcS^ 
ware mat performs control and information monitoring and logging fcmcbons of the monitarlfi. 

tnanoo^errtxxfiment the web eenferfcmctions of the device to are implemented on a single imaged drauit 
£P cf^ including a processor and memory tor holding eoftwara tor servicing the HTTP pgotoo^. In such an entaxJiment, 
the hardware portion of the networtc aHartaoe 12 m^ be implemorned on the sarrw inte^od circuit chi> aa the proc^ 
essor or may be mervtal to that chipL 

In yet another entoodknent the web eervarfundtor^ of ths device 10 are inplemontedwith a etate machine 
tn another ontoodlmem, the device 10 is a controlter module or control Gon^uler contained in an automoide The 
es input/oulxit drcuSry 220 such as cdlutsr fransmifter^ec^ar drcuitry enables a w^ browser to accees control and sta- 
tus friformationfdr the automobile which is contained in ^e web page 18. 

tn another errtediment. the dAnce 10 is a mass storage device such as a disk drivQ or CO-ROM drive. The 
tnput/butoul circulry 220 such as local area network interface droutry enables a web browser to access control and 
status intonnalion for the mass storage devk» which is ocntained in the 
30 In yet another entxxlimeni the device 10 is a home-emertmnment devica su* as an audb system. The irxsul/out- 
put circuitry 220 su* as infrared oommunication drcuitry or power the communicatfon circuitry enables a web browser 
such as a home oumputer 10 access contrd and staiiis information^ inttieweb 
page 18. 

Tha rnernory 210 rray be a siatk? memory such as reod^ memory, a flash mem^ 
35 votetire memory aich as a random access mftTiory. The wrabpa^ 

access mernory in the HTML forrnat or may be generated on the fVwilhoU being stored in the m 
Rg we 2 shows a home-baaed network 30 that enables a wBb browser 40 to access the user imeffa» 
the device 10. Tha horne^wsed network 80 may be irnplememed with a variety of communteat^ 
for a home inciudins power Rne conrmmicatton iinks^ twistBd pair communicaiion linke. radto frequency communicalion 
40 Dnks, and infrared communlcaiton links. 

The w* browser 40 includes a display 42 tor generatino visual objecte inctudi^ 
and ^aphkal user imerfece ct^ects. The web browser 40 includes a selectkin device 44 that endbles a user to select 
objects and Ura. links rendered on the dteplay 42. The web browser 40 nv^ atso include an aud» c^Sity that ena- 
bfes rendering of audSo iatormatfan to tf)e user. 
4S The homebased net«oi1« 30 may also enaUe oommunication among a set of devices 5062. The devices S0-S2 
ncy include devtoeeeutfi as home appliances, honte securrTy systems, home enterta&imert davicesw a^concStio^ 
systems and hot^ii*. Ariy of the devices S0-S2 that implement tfie device web page mechanisms d«ctosed her^ mcy 
provide device epecffic user inters web pagee to the web browser 40 via the home^Msad ne^Mork 30. 
The web browser 40 may be embodied in a ranputor system that axecutee 
50 computer ^^stemwflh web browser tunctionaRtyrn^ be reaiiied by any 0^ 

plattorms indi^ Windows platfoms. Macintosh platforms. Urfe pl^ttorms as well as any other platfomi capAe of 
executing web browser software lh« provides miP cliem luncticins an^ 

The web browser 40 may also be err*x)ded in a variety of oaiardevices that pi^^ 
render HTWt files. Sucn devices indi^ specialized hardware designed tor television or tefmhone s^etms as weD as 
55 low cost web browser devices and network compi^BR. 

A user accesses and oorrtro«8 the user interface hmcfions of the device 10 using the web browser 4a The user 
enters a URL oerrespondng to the device 1D into the web browser 40. tn nasponse, tfie web brow^ 40 transfers an 
HTTP command whteh tocludes the entered URL orer tfie home-based network 30, The device 1 0 receives the HTTP 
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V 

eonvnafitf via the Gorrvrvnication path 22 and re^^ 

In one enibodiment the intomtationfbr the web panels is 
in HTMLtormatrnthemenxyyaiO-tncuchanentwdin ^ 
ory 210 in fespon&e to the HTTP oonvnand and tranefer&tt^ 
i rt^««rt<80. 

In an attemative efiibodment the processor 200 oenemtes the web page 18 on the fty in response to the HTTP 
command from the web brow&er AO, In such an mtodknait^ the piDOBssor 200 obtains intorriBticn p^rtairang to the 
device from tfie device-specif io hardware 300 after receiving the HTTP command and reco^iizng 9ie URL contained 
therein. The processor 200 formats the In tori nato n Into the HTML fOrrrBt that defkias the web page 18 and trusters 
10 the HTML fo rn a t te d information to the wA browser 40 via 0ia home based nehwork 3a 

The HTML file is transferred aoooRSing to the HTTP prctoool which ^sadFles the URL oorresponcing to the web 
browser 40. The web biowser 40 receives the HTML fSe and rendm the web peoe 18 on the display 42. 

The fDliowinQ is an exanple HTML fiie that defines tfie web page 18 In an embodmem wherein thedevlcelOisa 
printer device^ 

IS 

<TITLB>Printer Kottte Page</TITLE:» 
<Hl>home page for device IO</HX> 
<KR> 

so The following information pertains to 

the device. 10 which in this escample 

is a printer 

stable l3order> 
2s <caption> Printer with a URL ^/caption> 

<TR> 

<TD>Printer Name</TD>Portdv9</TD> 
</TR> 
so 4:XR> 

<TD>Adfflinistrator</Tl><TD>Mr- John Doe<:/TD> 

</TR> 

<TR> 

35 <TD>Location</TD><TD>Building 1U</TD> 

</TR> 
</TABLE> 
<P> 

<o <A HREF ^http://www.hpSC.cotn*> Service Contract</A> 

«A HREF = *http;//www.hpsupl.com*» Supplies 
crdfiring</A> 
^ <P> 

<A HREF = •'http://www.hpl.hp,cora-> Future 

Products</A> 

<P> 

so <HR^ 



Figure 3 Kus^Htes the wA page 18 for the example HTML fie shomi above wherein the devioe 10 is a printer. The 
£5 web page 18 is rendered on the display 42 by the web browser 40 in response to the axanrDle HTML code set forth 
above. 'The web page I8 indudes a page titta 70, a header section 60, a set of ASCII text 62, a table section 64. and a 
set of hyper^ks 66^. 

-n\e page titte 70 is defined ^ the HTML < TITLE > Prrter Horn© Pa0e<nTrLE } coding ehown above. The header 
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seoton eo is de&ied the HTML code ( H1 >HomB 
tert 62 is tt» ASC3J text ccmahMd f» the HTML fBe sho^ 
HTML fleshcwmabo ^ and provktes intone 
find a tocstion lor tho printef. 

The hyperKnte 66^ itefined In the HTML fite sho^ 
ious primer si4)part funcUona For cxanrple, trie fvperlink 6& "Service Cortracr may be selactad by the user wiih the 
selection darice 44 to c&ed the web bro(i»8fir 40 to tte 
service contracts. Stn^ar^^ 

infofmation ior future printer pnxtucts from the iTBntifeictiffef of the printer device ID. 

Thewfib page 18 for the prmterm^ also irMlude tnarnials. parts itsts. mi Q(h« assodaM 
pubifcation m$/ be stored with'n the device lOkv for exanpie^ a nortvorafiie memor>; or be referenced elsewhere 
viahjpcriinKBCon&inedinthewebpa^eie. These putficatiQri&comiindynanc intone 
BsweU asne^andifxtatedsoftMnredifva^fOMtlneGforthedetficeiO, 
I^w4 shows a large cHgantelkm nebiwrk 80 that 
15 thedBwoesSO^ThelflJBeoraariizatlonn^^ 

^- ^"fy ^ oommifficaiioa mechani&ms inGludir)g local area netvirorte connected togedher by various types of conwnu- 
ntcBtionlnk& 

Ai^ one tx more of a set of oorrpUer ey^etns 90^ collated to ihB large 01^^ 
devto ^*«b pafles of the devices 10 and 50-S2, The oortipuor syatema 90« 
so avaa*lew€bbiiow6er software or niay have web bro»^ 

A user of one of flie con?)uter systems 9(>^92 enters a URL eorrespondinfl 
SKra irtD the eorrospond&ig web browser appUcatiGn. In response, the ^ 
client transffifs an HTTP command mat specite ths desired URL ow ^ 

spocHW by the HTTP command rooogntzes the URL contained therein, ki responsa the targeted device tmnfifers an 
ss HTML f ila that dairies its device page via large organization netwwK so. The Iransfbr of 0ia HTML f Ue specTies the 

URL of theoricinating HTTP client conputer system from amcng the confer systems d0-d2. The originating HTTP 

diem conf^uter system recognizes its URL and receives and then renders the device w«b page to the user. 

Figure 5 Qustratee aocees to device web pages through a direct internet opnneciion to the world-wrde web 100. 

The web page 1 fi of the demce 10 may be accessed by any web dienl cn the world-wide web 1 00 Including *ie web 
30 browser 40. 

In addHion. a commurtication system 102 fwicCbns as a eomniunication bridge between the worid-wide web 1 00 
and a local area network 120 and a cornmunicaticn system 104 Unctions as a convnunicaiion bridge between the 
world-wide web 100 and a home base network 130. As a corweQuence. any other HTTP tfe^ 
area network 120 or fli6home*Me network 130 may access the device web pages In a dev^ or 
35 the dei^ce 1 0. m additwn. the weo browser 40 or any HTTP dient on the workMde web 100 may access the device 
web pages ^ the devices 1 06 and 1 08. 

The embedded web server functlonalfty descrtaed herefti enables a variety of wklely acceesible device iniefroga- 
tion and contrd functions tor a particular device as well as lOr sets ol devices, to 

ded into each washing machine of a chain of Lauxkomats wherein an operator from an off ioe oonfxder can detvnine 
« the rnacHnesihaj require servicing and schedule daily service routhg to t^ 

The toregoing detailed desoiptian of tne presm invention is provided for the ptjrpoees of itiustraliort ervj Is not 
intended to be exhaustive or to fimit the invention to the preg'se entoodiment disclosed. Acoofdin^. the scope of the 
preeent invention is deHhed by the appended claims. 

4$ dakvtt 

1. A devic©(10JvvHh an embedded web access mechantenvoonvr^^ 



webserver (14)thatgeneiateeadBvicewebpagQ <18) wherein the device w^ page (1^ provides a set off 
so user Inteitooe functions tor toe device (10); /pwwwasww 

netfipork mtertaee (1?) thai enables aoceiK to the dwice vveb p^e (1fi) by a v^ 
d the web browser (40) accesses the icer imerte» funclkxisfbr the d©*^ 

ss 2. T|^deMce(10)(tfdaiml.vvher*theweb$enrer(14)reo^ 

and then generates an HTML file that defines me device web page (ifi)ln response to the HTTpoonraand. 

3^ A devics (10). comprising: 
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processor (200) that generates a doftoe web page (ia)v^ (Id) previte a of 

fti&er interim liirKtion& for ihe d«MCe (1C9 and inci 
memory (210) for storina thodevloe web paoe (18); 

input/output circuitry (220) that enefoles communication via a oommunicaliori path (22) such that a web 
5 browser (40] accesssthatfevfoe web page (18) via the oonrmmicat^ 

4. TbedMcaof daim 3, wherein the processor (200) receives an KT7P co mman d via the ir^put^outputoitiitry (220) 
and then generates an HTML file that ddinea the device page (18) in fesponsa to the HTTP command. 

fo s. The device (10) as in daime 2 or 4, whereUi the HTI^ command specifies a UF^ 

6. The device (i 0} as in claim 2. wherein the HTVL f ile contains a set of infonnation pertaimng to me demce (10). 

7. The device (10) as in ctaims 2 or 4, wherein the HTML fie contains a sat ctfl^Lsthm 

IS mined ^nctfons fox the device (10) wherein each URL mfi/ poini to a web page (18) located internal to the device 
(10) or a web page focated eacternal to the device (10). 

8. The device (70) ae in Claims 2 or 4. wherfltfi the HTML file comanri&Bhype^^ 
Hias additional information pertaining to the donee (1 0). 
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9. A user interface method tor a device (10). comprising the etepe of: 

generating a device web page (18) withkilhadevicd (10) wherein the device wdb page (18) provides a set Of 
user interface furtdions for the device (10); 

providing access tothe device web page (ia) from a web browser (40) extamal to the device (10) such ihata 
user of the web bnMvser (40) accesses the user inteflacefuncfions for thedorioe (10) through tha device web 
page (18). 

ia The meflxxl of dalm 9. wher^ the step of generating a device web page (18) indudes the step of generating an 
HTML fie that deTines the device vMb page (18) in reqxin&e to an mTPcomrnand received from the w^ browser 
(40). 
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